
 

PRIVACY POLICY 
Last updated: Feb 24, 2025 

This Privacy Policy describes X& Financial, Inc.’s, and its affiliates’ and subsidiaries’, including Sanbo.io, 
(collectively, “X&”, “we”, “our”, or “us”) collection and use of personal information of users of our website at 
xand.vc and our other services like Sanbo.io or websites that display this Policy. This Policy describes the 
measures we take to safeguard the personal information, the parties with whom we may share the information, 
and the choices available regarding our use of the information. 

If you are a California consumer, please see the section of this Privacy Policy called California Consumer 
Privacy Statement for more information about your privacy rights. 

Collection of Personal Information 

We collect personal information that our users provide to us in a variety of ways through our website and 
platform services, collectively referred to in this Policy as the “Services”. These include the following: 

● Login Credentials. You may be granted login credentials to access our Services. 
● Communications. If you contact us by email, using the inquiry contact form on the Services or by postal 

mail, fax, or other means, we collect the personal information contained within, and associated with, 
your communication. 

● Contact Details. With your consent to the extent required by applicable law, we will use your contact 
details to provide marketing regarding our products and services. 

● Professional information. We may collect information, such as your job title and professional contact 
information. 

● Other. Any other information you may provide during the course of using our Services. 

We collect personal information uploaded to our platform by X& customers who are paid subscribers of the 
Services, for processing on their behalf. This is “Customer Data”. With respect to Customer Data, we act as a 
data processor and process Customer Data on behalf of our customers, who act as the data controller. This 
information may include information about a customer’s clients, such as name, email address and financial 
account data, in order to perform wealth management or investor advisory services for those clients via the 
Services. X& customers may electronically submit Customer Data to the Services or may instruct third parties 
(including custodians) to do so. X& may process Customer Data except as prohibited by the license agreement 
between X& and the customer, or as otherwise prohibited by law. 

Where we need to collect personal information by law, or under the terms of a contract we have with you, and 
you choose not to provide that information when requested, we may not be able to provide you with our 
Services. 

Automated Information Collection 
When you visit our Services, we may use automatic data collection technologies to collect some information 
about you, your equipment, your technology providers, and your activities. For example, when you access our 
Services, we automatically collect your browser’s Internet Protocol (IP) address, your browser type, the nature 
of the device from which you are visiting the Services such as a personal computer or a mobile device, the 
identifier for any handheld or mobile device that you may be using, the website that you visited immediately 
prior to accessing any web-based Services, the actions you take on our Services, and the content, features, and 



activities in which you participate on our Services. 

We may collect this information automatically using technologies such as standard server logs, cookies, and 
web beacons. These and similar technologies are used to manage the Services and to collect information about 
you and your use of the Services. These technologies help us customize or personalize your experience and 
analyze the use of our Services to make them more useful to you. Most internet browsers allow you to remove 
or manage cookie functions and adjust your privacy and security preferences. For information on how to do 
this, access the "help" menu on your internet browser, or access 
http://www.aboutcookies.org/how-to-control-cookies. Please note, however, that disabling our cookies may 
mean that you will not be able to take full advantage of our Services. For information about our and our 
third-party partners' use of cookies and related technologies to collect information automatically, and any 
choices you may have in relation to its collection, please see our Cookie Notice. 

Third-Party Web Analytics Services 
Through our Services, we may obtain personal information about your online activities over time and across 
third-party apps, websites, devices, and other online services. On our Services, we use third-party online 
analytics services, such as those of Google Analytics. The service providers that administer these analytics 
services use automated technologies to collect data (such as email addresses, IP addresses, cookies, and 
other device identifiers) to evaluate, for example, the use of our Services and to diagnose technical issues. To 
learn more about Google Analytics, please visit https://support.google.com/analytics/answer/6004245 and 
https://www.google.com/policies/privacy/partners/ To learn more about Mixpanel, please visit 
https://mixpanel.com/legal/privacy-policy/ 

Information from Other Sources 
We may receive personal information about you from third-parties, including our affiliates, vendors that provide 
services on our behalf, business partners, social networks (e.g., Linkedin), or publicly available sources (e.g., 
customer and other third-party websites). We may combine this information with other personal information we 
maintain about you. 

USE OF PERSONAL INFORMATION 

We use personal information about you to perform our contract with you, or to take steps to form a contract 
with you, such as to: 

● provide our Services and information that you may request; and 
● establish and manage your account with us, and identify and authenticate you so you can access and 

use our Services. 

We may also process your personal information to pursue our legitimate interests in efficiently and securely 
providing our Services and otherwise managing our business. In doing so, we may process your personal 
information to: 

● communicate with you about the Services or respond to any other inquiries you may have; 
● enhance, improve, operate, and maintain our Services, programs, website, apps, and other systems and 

features (including managing the Services, developing new services and offerings; enhancing and 
improving our Services; managing our communications; analyzing our Services; performing data 
analytics; market research; and performing accounting, auditing and other internal functions); 

● prevent fraudulent use of our Services and other systems and features; 
● prevent or take action against activities that are, or may be, in violation of our Terms of Use, regulatory 

requirements, industry standards and applicable law; 

https://support.google.com/analytics/answer/6004245
https://www.google.com/policies/privacy/partners/


● tailor content and other aspects of your experience on and in connection with the Services; 
● maintain a record of our dealings with you; 
● deliver marketing materials to you; and 
● perform other administrative activities. 

In addition, we may use the personal information we obtain when it is necessary to protect, exercise or defend 
our legal rights, or when we are required to do so to comply with applicable laws or regulations.  

Lastly, we may use your personal information for other purposes about which we will notify you when we 
request the information. Where required by applicable law, we will obtain your consent to process your personal 
information. 

DISCLOSURE OF PERSONAL INFORMATION 

We may disclose information to third parties in the following circumstances: 

Service Providers 
We disclose personal information with our third-party vendors, consultants and other service providers that 
perform services on our behalf, which may include hosting services, administrative or business management 
services, analytics services, technology services (including web and mobile platforms, email communications 
providers and data storage providers) and payment processing services for any orders you may make. 

Business Transfers 
Personal information about our users may be disclosed and otherwise transferred to an acquirer, or successor 
or assignee as part of any merger, acquisition, debt financing, sale of X& assets, or similar transaction, as well 
as in the event of an insolvency, bankruptcy, or receivership in which personal information is transferred to one 
or more third parties as one of our business assets. 

Consent 
We may disclose personal information about you to certain other third-parties, including publicly, with your 
consent. For example, if you post comments on our public social media channel, we share the information you 
provide, such as your name and the content you post, with the general public. 

To Protect Our Interests 
We also disclose personal information if we believe that doing so is (i) legally required, (ii) in our interest to 
protect our property or other legal rights (including, but not limited to, enforcement of our agreements), or the 
rights or property of others, or (iii) to help protect the safety or security of our Services, users of the Services or 
others, or in connection with an investigation of suspected or actual fraudulent or illegal activity. 

Other 
We may also disclose personal information if we are required to do so by law or legal process (such as a court 
order or subpoena), or in response to lawful requests by government agencies, such as law enforcement 
authorities. 

YOUR CHOICES 

We offer you certain choices in connection with the personal information we collect about you, such as the 
ability to request access to, or rectification or deletion of, your personal information. For example, if we offer 
the ability to create user accounts or profiles on our Services, you may have the ability to access and update 
many categories of personal information that you provide to us by logging in to your account and accessing 



your account settings. Subject to applicable law, you may also have the right to request that we restrict our 
processing of your personal information, or to object to our processing. You may also have the right to receive 
the personal information you have provided to us in a structured, commonly used, and machine-readable 
format, or to request that we transmit this information to another business. Where we rely on your consent for 
processing of your personal information, you may withdraw such consent. As a reminder, if you withdraw such 
consent, we may not be able to provide our Services to you. 

If you wish to exercise these rights with respect to the personal information we hold about you, you may 
contact us at privacy@xand.vc.  

If you request that we delete your account on any of our Services (via a user settings page, by email, or 
otherwise) we will do so within a reasonable period of time. However, we may retain some of your personal 
information to satisfy our legal obligations, such as our records retention obligations, or where we reasonably 
believe that we have a legitimate business reason to do so, such as for the establishment, exercise, or defense 
of legal claims. 

You can also unsubscribe from our marketing mailing lists by following the “Unsubscribe” link in our emails. 

If you are unsatisfied with the way that we process your personal information, you have the right to lodge a 
complaint with the data protection regulator in your jurisdiction. However, we would appreciate the opportunity 
to resolve any concerns you may have before doing so by emailing privacy@xand.vc. 

DATA TRANSFERS 

All transactions relating to our Services shall be deemed to have occurred in the United States, where we 
currently have our data residency and maintain operations. Your information collected through the Services 
may be stored and processed in the United States or any other country in which X& or our subsidiaries, affiliates 
or service providers maintain facilities. If you are located in the European Union or other regions with laws 
governing data collection and use that may differ from U.S. law, please note that we may transfer information, 
including personal information, to a country and jurisdiction that does not have the same data protection laws 
as your jurisdiction. If we conduct such transfer of information from the European Union to third parties outside 
the European Union and to countries not subject to schemes which are considered as providing an adequate 
data protection standard, we will enter into contracts which are based on the EU Standard Contractual Clauses 
with these parties. 

SECURITY  

X& maintains administrative, technical and physical safeguards reasonably designed to protect personal 
information we obtain through the Services against accidental loss, disclosure, misuse, and destruction. 

DATA RETENTION 

To the extent required by applicable law, we keep the personal information we obtain about you for the period 
necessary to fulfill the purposes described in this Policy, taking into account applicable statute of limitations 
periods and any legal, regulatory, tax, accounting, or other records retention requirements. If necessary, we may 
retain your personal information for a longer period in the event of a complaint or in reasonable anticipation of 
potential litigation. 

LINKS AND THIRD-PARTY FUNCTIONALITY 

The Services may contain links to and from third-party websites of our business partners, advertisers, and 



social media sites and our users may post links to third-party websites. If you follow a link to any of these 
websites, please note that these websites have their own privacy policies and that we do not accept any 
responsibility or liability for their policies. We strongly recommend that you read their privacy policies and terms 
and conditions of use to understand how they collect, use, and share information. We are not responsible for 
the privacy practices or the content on the websites of third-party sites. 

CHILDREN’S PERSONAL INFORMATION 

Our Services are not directed to, and we do not intend to, or knowingly, collect or solicit personal information 
from children under the age of 13. If you are under the age of 13, please do not use our Services or otherwise 
provide us with any personal information either directly or by other means. If a child under the age of 13 has 
provided personal information to us, we encourage the child's parent or guardian to contact us to request that 
we remove the personal information from our systems. If we learn that any personal information we collect has 
been provided by a child under the age of 13, we will promptly delete that personal information. 

CALIFORNIA CONSUMER PRIVACY STATEMENT 

LAST UPDATED: FEBRUARY 24, 2025 

This California Consumer Privacy Statement (“Statement”) supplements X&’s Privacy Policy.  It applies solely to 
California consumers and addresses personal information we collect online and offline.  This Statement does 
not apply to X& personnel or information collected, processed or disclosed pursuant to the Gramm-Leach-Bliley 
Act, its implementing regulations or the California Financial Information Privacy Act. 

This Statement uses certain terms that have the meanings given to them in the California Consumer Privacy 
Act of 2018 (as amended by the California Privacy Rights Act of 2020) and its implementing regulations 
(collectively, the “CCPA/CPRA”). 

1. Notice of Collection and Use of Personal Information 
We may collect (and may have collected during the 12-month period prior to the effective date of this 
Statement) the following categories of personal information about you: 

● Identifiers: These are identifiers such as a real name, unique personal identifier (such as a device 
identifier; cookies, beacons, pixel tags, mobile ad identifiers, and similar technology; customer number, 
unique pseudonym, or user alias; telephone number and similar), online identifier, internet protocol 
address, and other similar identifiers 

● Additional Data Subject to Cal. Civ. Code § 1798.80: signature, social security number, education, and 
medical information. Applicable only for the purpose of managing career opportunities at X& 

● Protected Classifications: characteristics of protected classifications under California or federal law, 
such as race, national origin, age, sex, gender, gender identity, gender expression, sexual orientation, 
marital status, medical condition, disability, citizenship status, and military and veteran status. 
Applicable only for the purpose of managing career opportunities at X& 

● Online Activity: Internet information, including, but not limited to, information regarding your interaction 
with X& websites and applications 

● Employment Information: professional or employment-related information such as résumé information, 
occupation details, education details, certifications and professional associations, historical 
compensation details, previous employment details, emergency contact information, and 
pre-employment screening and background check information, including criminal records information. 
Applicable only for the purpose of managing career opportunities at X& and managing our relationships 
with current or prospective partners, corporate customers and vendors and other business partner 
personnel 



● Education Information: education information that is not publicly available personally identifiable 
information as defined in the Family Educational Rights and Privacy Act (20 U.S.C. Sec. 1232g; 34 C.F.R. 
Part 99). Applicable only for the purpose of managing career opportunities at X& 

● Inferences: inferences drawn from any of the information identified above to create a profile about you 
reflecting your preferences, behavior, abilities, and aptitudes. Applicable only for the purpose of 
managing career opportunities at X&. 

We may use (and may have used during the 12-month period prior to the effective date of this Statement) the 
categories of personal information listed above for the purposes described elsewhere in X& Privacy Policy and 
for the following business purposes specified in the CCPA/CPRA. 

● Performing services, including maintaining or servicing accounts, providing customer service, 
processing or fulfilling orders and transactions, verifying customer information, processing payments, 
providing financing, providing analytics services, providing storage, or providing similar services 

● Providing advertising and marketing services, except for cross-context behavioral advertising 
● Auditing related to counting ad impressions to unique visitors, verifying positioning and quality of ad 

impressions, and auditing compliance 
● Short-term, transient use, such as non-personalized advertising shown as part of your current 

interaction with us 
● Helping to ensure security and integrity 
● Debugging to identify and repair errors that impair existing intended functionality 
● Undertaking internal research for technological development and demonstration 
● Undertaking activities to verify or maintain the quality or safety of a service or device that is owned, 

manufactured, manufactured for, or controlled by us, and to improve, upgrade, or enhance the service or 
device that is owned, manufactured, manufactured for, or controlled by us 

● Managing career opportunities with X& 
● Managing our relationships with current or prospective partners, corporate customers and vendors and 

other business partner personnel. 

We do not collect or process sensitive personal information for purposes of inferring characteristics about 
consumers. 

To the extent we process deidentified information, we will maintain and use the information in deidentified form 
and will not attempt to reidentify the information unless permitted by applicable law. 

2. Retention of Personal Information 
We will retain your personal information as described in the “Data Retention” section of the Privacy Policy. 

3. Sources of Personal Information 
During the 12-month period prior to the effective date of this Statement, we may have obtained personal 
information about you from the following categories of sources: 

● Directly from you 
● From your devices, such as when you use our Services 
● Our affiliates and subsidiaries 
● Vendors who provide services on our behalf  

4. Disclosure of Personal Information 
During the 12-month period prior to the effective date of this Statement, we may have disclosed your personal 
information to certain categories of third parties, as described below. We may have disclosed the following 



categories of personal information about you for a business purpose to our affiliates and subsidiaries, vendors 
who provide services on our behalf and data analytics providers: 

● Identifiers 
● Online Activity 

X& does not sell personal information or share personal information for cross-context behavioral advertising 
purposes and has not sold personal information or shared personal information for cross-context behavioral 
advertising purposes during the 12-month period prior to the effective date of this Statement. 

5. California Consumer Privacy Rights  
You have certain choices regarding your personal information, as described below. 

● Access: You have the right to request, twice in a 12-month period, that we disclose to you the personal 
information we have collected, used, and disclosed about.  

● Correction: You have the right to request that we correct the personal information we maintain about 
you, if that information is inaccurate. 

● Deletion: You have the right to request that we delete certain personal information we have collected 
from you.  

● How to Submit a Request. To submit an access, correction, or deletion request, email us at 
privacy@xand.vc. To submit a request as an authorized agent on behalf of a consumer, please email us 
at privacy@xand.vc. For questions or concerns about our privacy policies and practices, please contact 
us as described in the "Contacting Us" section of our Privacy Policy. 

● Verifying Requests. To help protect your privacy and maintain security, we will take steps to verify your 
identity before granting you access to your personal information or complying with your request.  If you 
have an account with us, we may verify your identity by requiring you to sign in to your account.  If you 
do not have an account with us and you request access to, correction, or deletion of your personal 
information, we may require you to provide certain information to verify your identity, including but not 
limited to, name, email address and date of contact.  In addition, if you do not have an account and you 
ask us to provide you with specific pieces of personal information, we will require you to sign a 
declaration under penalty of perjury that you are the consumer whose personal information is the 
subject of the request.  If you designate an authorized agent to make an access, correction, or deletion 
request on your behalf (a) we may require you to provide the authorized agent written permission to do 
so, and (b) we may require you to verify your own identity directly with us (as described above). 

Additional Information. If you choose to exercise any of your rights under the CCPA/CPRA, you have the right to 
not receive discriminatory treatment by us. To the extent permitted by applicable law, we may charge a 
reasonable fee to comply with your request. This Statement is available in alternative formats upon request. 
Please contact privacy@xand.vc to request this Statement in an alternative format. 

UPDATES TO THIS POLICY 

We may update this Policy from time to time. If we make any changes to this Policy, we will change the "Last 
Updated" date at the top of the Policy and will post the updated Policy on this page. If we make material 
changes to this Policy, we will notify you by email to your registered email address, by prominent posting on this 
website or our online services, or through other appropriate communication channels. All changes shall be 
effective from the date of publication unless otherwise provided. 

CONTACTING US 



If you have any questions about this Policy, please contact us at privacy@xand.vc or by writing to us: 

X& Financial. 
651 N Sepulveda Blvd Unit #3017 Bel Air, CA 90049 
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